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When dealing with PDF files that contain confidential data, you can set a protection password to restrict that only authorized person can open, view, edit, or print the PDF. This article will share how to encrypt a PDF file with password in C# using a free .NET PDF library.
.NET Library for Encrypting PDFs
The free library used is Free Spire.PDF for .NET. Before getting started, you’ll need to download and install it manually or install it directly via Nuget.
Password Protect a PDF File in C#
Free Spire.PDF for .NET allows you to set the following two types of passwords for a PDF file.
Document open password: Password for opening PDF files.
Permission password: Password used to restrict printing, contents copying, commenting, etc.
To encrypt a PDF file with password, refer to the below steps:
	Import the necessary namespaces;

using Spire.Pdf;
using Spire.Pdf.Security;
2. Create an instance of PdfDocument class and load a PDF file;
PdfDocument pdf = new PdfDocument();
pdf.LoadFromFile("input.pdf");
3. Encrypt the PDF with open password and permission password, and set the permissions and encryption key size;
(Free Spire.Doc for .NET supports encryption key size: 40bit, 128bit and 256bit)
pdf.Security.Encrypt("123", "abc", PdfPermissionsFlags.Print | PdfPermissionsFlags.CopyContent, PdfEncryptionKeySize.Key128Bit);
4. Save the result file
pdf.SaveToFile("Encrypt.pdf", FileFormat.PDF);

Runnable C# Code:
using Spire.Pdf;
using Spire.Pdf.Security;

namespace EncryptPDF
{
    class Program
    {
        static void Main(string[] args)
        {
            //Create a PdfDocument object
            PdfDocument pdf = new PdfDocument();

            //Load a sample PDF file
            pdf.LoadFromFile("sample.pdf");

            //Encrypt the PDF file with password
            pdf.Security.Encrypt("123", "abc", PdfPermissionsFlags.Print | PdfPermissionsFlags.CopyContent, PdfEncryptionKeySize.Key128Bit);

            //Save the result file
            pdf.SaveToFile("ProtectPDF.pdf", FileFormat.PDF);
        }
    }
}
For More
After encrypting a PDF document with a password, you can also use the free .NET PDF API to remove the password. In addition, it also supports digitally signing PDFs and other PDF processing features such as creating PDF, merging or splitting PDF, extracting text from PDF as well as converting PDF to Word/ Excel/ HTML/ JPG or PNG.










C Sharp Programming

Encrypt

Passwords

Pdf

Dotnet









--






--























Follow







Written by Andrew Wilson

16 Followers

Explore C#, Java and Python solutions for processing Word/Excel/PowerPoint/PDF files.


Follow











Help

Status

About

Careers

Blog

Privacy

Terms

Text to speech

Teams








































